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Abstract

Introduction

JavaScript and PHP are two very popular languages in the world of coding, especially
for websites and web-based programming. This paper will be studying the
effectiveness of JavaScript in preventing web-based cyber-attacks, and its use in
web-based code. It is one of the vulnerable aspects for cyber-attacks, solutions are
available to prevent such attacks in web-based security. It is also gaining importance
in cyber-attacks against websites, and we will compare JavaScript with C with respect
to preventing cyber-attacks.

In order to begin a career in the field of cyber security, one would think some basic
coding skills may be required to be qualified for these types of jobs. It would be
unrealistic to learn every language in your college career and/or free time, so there is
a need to know which language or languages will be the most helpful in a field that
one intends to enter. The investigation of what language would be most important to
know is helpful because students wanting to enter the field of cyber security, will be
able to use this information to familiarize themselves with the best language to
know. According to Keith S. Jones, Akbar Siami Namin, and Miriam E. Armstong,
they agree that the need for cyber specialists is increasing, but ranked JavaScript in
the top 5 of their list for languages to learn and know. “The five most frequently listed
languages accounted for 69% of responses and had a mean importance rating of
4.36 (SD = 1.50): Python (N = 29, M = 4.5, SD = 1.57), languages from the C family
(N = 19, M = 4.68, SD = 1.34), JavaScript (N = 17)...”
The specific attacks in this paper relate to a popular attack known as a Cross Site
scripting attack (XSS). There are several outcomes from a successful attack on a
website, whether it be a consumer’s information or the owners. A user’s device can
be compromised and used in a botnet, which then can be used for other malicious
purposes. Personal information stored on a device can be at risk and allow the
attacker to spy on a user’s network and personal use for their device, or alternatively
an attacker could completely ruin/disable a user’s device.
PHP and JavaScript are at the top of the list of languages to know for
cybersecurity, Based on the gathering of this list of languages, I will use evidence to
show that JavaScript will be the most effective in defending against cyberattacks such as Cross site scripting attacks. Below is a figure showing the increase in
XSS attacks over the last few years compared to others.

Cross Site Scripting Attacks
First we must examine what is a cross site scripting attack? (hereafter referred to as
XSS) The goal of an XSS attack is to execute malicious code inside another users
website, most are vulnerable in some way, specifically with websites that allows some
kind of user input (which is a large majority of websites). The attacker will search for a
vulnerability in a website, generally in a user input field or user error source code, and
allow them to execute their own script inside the website. JavaScript is most often
used for this, other languages can be used on the server-side of a website, and php is
often used. php has vulnerabilities that allows exploits in code. This is not to say
JavaScript doesn't as well, however the differences in the languages makes
JavaScript more desirable,

JavaScript and PHP
Recent data from SANS institute estimates that up to 60% of Internet attacks target
web applications, referring to the figure below, it is shown that the increase in web
attacks have risen in XSS attacks. The first thing to do is identify the two main
languages in attacks and XSS, which is PHP and JavaScript. To better understand the
attacks the language used should be broken down. First, we'll look at PHP. PHP is a
server-side scripting language . PHP is often used in websites involving user inputs, it
allows for a wider array of things to be done and more control over aspects of the
input, but it provides a new opportunity for exploits. Server side is important
because Although XSS indicates an attack against the client-side’s web browser,
exploitation of its abilities occurs on the web server side, which is what php is
designed for. Most commonly bypassing php is known as not sanitizing input data,
which will allow a user to exploit an input and then execute their own code within the
website, and control what a visitor may see or do, such as logging their personal
information, generally XSS attacks are used to steal user information. Moving on to
JavaScript, JavaScript injection and XSS attacks are not the same but they go hand in
hand, Injecting malicious JavaScript is how an attacker takes advantage of security
flaws in a webpage and can use their own script to take information. JavaScript
allows an attacker to execute arbitrary commands and display arbitrary content in a
user's browser, and further manipulates it from there. Despite these languages being
at the center of xss attacks, they can eb used to help prevent them as well. Libraries
in PHP and Java exist specifically to help sanitize input that are maintained and
frequently updated

Hypothesis
Between the two languages PHP, and JavaScript, JavaScript is the most effective
language in detecting and/or defending against cyber-attacks that are web-based
attack, specifically Cross site scripting attacks.

Results
After reviewing scholarly sources, and other peer reviewed papers, I still back my
hypothesis that JavaScript is more effective to know rather than php. These readings
have brought to light that php was more important to as attacks that I originally
thought, and that it's in the php and html/other JavaScript that allows for
arbitrary code execution on a website, and php has more vulnerabilities in the
languages itself. See figure below. Which allows more user errors to be generated
with it already being more open to finding exploits.

Figure 2 (I do now own this image)

Conclusions
JavaScript and php are not the only two languages one should know for web-security,
or even just to have knowledge about xss attacks, but they are the main components
in xss attacks along with the html itseld. The breakdown of these two languages
shows that to understand and help prevent xss attacks, knowledge of JavaScript and
php would be good to know, but JavaScript is the main component in carrying out an
xss attack on a website, but php is what allows a certain script to be executed and
possibly compromise a user's personal information. Xss attacks are on the rise and
will likely continue to do so, it is imperative that owners have a thourough risk
assessment and understand the consquences that can come from having unsecure
code, or any vulnerabilities that makes their site susceptable to xss attacks.
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